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1. T2 LEDY—=2, L—ILEHERBLET,
V— R EHERT DAY REAALET
$ sudo firewal |-cmd —get-active-zones

Y- BN MTHBEEHBLET

Interfaces: eth0

IW—ILEWHRETZaT U FEANLET
$ sudo firewall-cmd —I|ist-all
fm (active)
target: ACCEPT
icmp—block-inversion: no
interfaces: eth0
sources:
services:
ports:
protocols:
forward: no
masquerade: no
forward-ports:
source—ports: . N _
i(_:mE—bIcI)cks: ><%)J,HE%E?\_CEQE&"TI“CL%)L-JLCHD%@'
rich rules:
rule family="ipv4” forward-port port="514" protocol="udp” to-port="9514"
rule family="ipv4” forward-port port="162" protocol="udp” to-port="9162"
rule family="ipv6” forward-port port="514" protocol="udp” to-port="9514"
rule family="ipv6” source NOT address="::1" port port="8009" protocol="tcp” reject
rule family="ipv6” forward-port port="514" protocol="tcp” to-port="9514"
rule family="ipv4” source NOT address="127.0.0.1” port port="8009" protocol="tcp” reject
rule family="ipv6” source NOT address="::1" port port="8080" protocol="tcp” reject
rule family="ipv4” icmp-block name="timestamp-request”
rule family="ipv6” forward-port port="162" protocol="udp” to-port="9162"
rule family="ipv4” icmp-block name="timestamp-reply”
rule family="ipv4” forward-port port="514" protocol="tcp” to-port="9514"
rule family="ipv4” source NOT address="127.0.0.1” port port="2181" protocol="tcp” reject
rule family="ipv4” source NOT address="127.0.0.1” port port="8080" protocol="tcp” reject
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2. BEBIL—ILEEBNLET

Bl 1: Y—ZAV10.1.8.0/24 HTxwy FLUSAD., FM ~A®D ipv4d HTTPS 7O X ZHIBBLE T,
sudo firewal |-cmd —zone=fm —add-rich-rule="rule family="ipv4” source NOT address="10.1.8.0/24” port protocol="tcp” port="443" drop’ ——permanent

B 2:10.5.11.114 RRA DS M ADITRTOT7 IV ERAZEZHELET,
sudo firewal |-cmd ——zone=fm ——add-rich-rule="rule family="ipv4” source address="10.5.11.114" reject’ —permanent

Bl 3: Y—AH 10.2.3.0/22 Ty FLSD, FIM ~D SSH 7O R ZHIBLFET,
sudo firewal |-cmd —zone=fm ——add-rich-rule="rule family="ipv4” source NOT address="10.2.3.0/22” port protocol="tcp” port="22" drop’ ——permanent

3. firewalld ZEESLTEREZHEALET,

$ sudo firewall-cmd —reload
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5, AMLROBRTEEZHERLET
IL—ILZWHERT LAY KREAALET
$ sudo firewall-cmd —Ilist-all
fm (active)
target: ACCEPT
icmp—block—-inversion: no
interfaces: eth0
sources:
services:
ports:
protocols:
forward: no
masqguerade: no
forward-ports:
source—ports:
icmp—blocks:
rich rules:
rule family="ipv4” forward-port port="514" protocol="udp” to-port="9514"
rule family="ipv4” forward-port port="162" protocol="udp” to-port="9162"
rule family="ipv6” forward-port port="514" protocol="udp” to—port="9514"
rule family="ipv6” source NOT address="::1" port port="8009" protocol="tcp” reject 2 — o - =5
rule familv="iov6” forward-port port="514" protocol="tcp” to-port="9514" Xl )I/D\:Ebugn_c('\é("t%ﬁﬁmbbasa_
rule family="ipv4” source NOT address="10.1.8.0/24" port port="443" protocol="tcp” drop
rule Tamily="1pv4" source NOI address="12/.0.0.1" port port="8009" protocol="tcp reject
rule family="ipv6” source NOT address="::1" port port="8080" protocol="tcp” reject
rule family="ipv4” icmp-block name="timestamp-request”
rule family="ipv6” forward-port port="162" protocol="udp” to—port="9162"
rule family="ipv4” icmp-block name="timestamp-reply”
rule family="ipv4” forward-port port="514" protocol="tcp” to-port="9514"
rule family="ipv4” source NOT address="127.0.0.1" port port="2181" protocol="tcp” reject
rule family="ipv4” source NOT address="127.0.0.1" port port="8080" protocol="tcp” reject
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[EEDHIFRFIR]
1. remove-rich-rulex 7> a>TI—ILZHIBRLET,
Bl o1 J—ZXH 10.1.8.0/24 T2y LSHD, FN ~D ipv4 HTTPS 7O R Z&HIBBL=/L—ILZHEIBRLET
$ sudo firewal |-cmd —zone=fm —remove-rich-rule="rule family="ipv4” source NOT address="10.1.8.0/24” port protocol="tcp” port="443" drop’ —permanent

2. firewalld ZEEEB L TERZEHALET,

$ sudo firewal l-cmd —reload

3, BNILROBRTEZHELET

IL—ILZHERT LAY RFZEAALET

$ sudo firewal l-cmd —Ilist-all

fm (active)

target: ACCEPT
icmp—block—-inversion: no
interfaces: eth0
~ & ~

rich rules:
rule family="ipv4” forward-port port="514" protocol="udp” to-port="9514"
rule family="ipv4” forward-port port="162" protocol="udp” to-port="9162"
rule family="ipv6” forward-port port="514" protocol="udp” to-port="9514"
rule family="ipv6” source NOT address="::1" port port="8009" protocol="tcp” reject . . _ _
rule family="ipv6” forward-port port="514" protocol="tcp” to-port="9514" X)l/—“/b\ﬁu Bﬁéntb\égt%ﬁﬁﬁfxbij
rule family="ipv4” source NOT address="127.0.0.1" port port="8009" protocol="tcp” reject
rule family="ipv6” source NOT address="::1" port port="8080" protocol="tcp” reject
rule family="ipv4” icmp-block name="timestamp-request”
rule family="ipv6” forward-port port="162" protocol="udp” to-port="9162"
rule family="ipv4” icmp-block name="timestamp-reply”
rule family="ipv4” forward-port port="514" protocol="tcp” to—port="9514"
rule family="ipv4” source NOT address="127.0.0.1" port port="2181" protocol="tcp” reject
rule family="ipv4” source NOT address="127.0.0.1" port port="8080" protocol="tcp” reject
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